
Motivation
Breaking cryptographic algorithms, such as finding hash
function collisions, is a computationally hard problem.
Similar (NP-)hard problems occur in game theory,
constraint satisfaction or optimization. Conflict
minimization is a successful strategy for many such hard
problems. The idea is to start from a (bad, inconsistent,
invalid) solution and then work towards a valid solution by
repairing conflicts of the current situation.
An example problem where conflict minimization works
very well is the n-queens puzzle. In this combinatorial
problem, the goal is to place n chess queens on an n × n
chess board in a way such that no two queens attack each
other.
How well does conflict minimization work on other
combinatorial puzzles – or even for finding hash collisions?
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Figure : A conflict in the n-queens problem

8 0Z0Z0L0Z
7 Z0Z0Z0ZQ
6 0Z0Z0ZQZ
5 L0Z0Z0Z0
4 0Z0L0Z0Z
3 ZQZ0Z0Z0
2 0Z0ZQZ0Z
1 Z0L0Z0Z0

a b c d e f g h
Figure : A conflict in the n-queens problem

Literature

Deliverables
IProject files with Readme
IDocumentation
IPresentation
Project Schedule
I Start Immediately
IMonth 1 Reading literature
IMonth 2 Implementing
IMonth 3 Final deliverables
Bachelor Thesis
Studies: � INF � SW � TEL
Prerequisites
ICuriosity
IC/C++ programming
Advisor / Contact
maria.eichlseder@iaik.tugraz.at


