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It is well known that there is no way deterministically to make a decision whether an observed
finite sequence is a part of an output from pseudo/true-random number generator (PRNG) or
not. Even more there are still some problems to define the mathematical/cryptologycal primitive
PRNG. From practical point of view there is a straightforward way to use a test suite for testing
various properties of such (finite) sequences. Among many we recall [1, 2, 3, 4, 5]. Some of them
also contain the Binary Matrix Rank Test (BMRT). The purpose of this test is to check for linear
dependence among fixed length substrings of the original sequence. This test is based on the fact
whether the number of n×n matrices generated from the sequence, and having ranks n, n−1, and
n−2 respectively statistically coincide with the expected number of such matrices (approximately
29%, 58% and 13%). When n ≥ 10 the rest of matrices represent less than 0.5%.

As an Example when this test fails, i.e. it does not recognize a sequence generated by LFSR
and primitive polynomials, we present two trinomials over GF (2):

(1) x97 + x6 + 1 - here 75% of NIST test suite accepted this sequence, including BMRT;
(2) x646 + x249 + 1 - here 15% of NIST test suite accepted this sequence, including BMRT.

We present a new test based on a multiplicative semigroup of matrices over two algebraic
structures, namely n × n boolean matrices, and n × n matrices over the field GF (q), q = 2 and
4. Concretely we use distribution of matrices according to so called Euler-Fermat Theorem for
Finite Semigroups,[6].

Let S be a finite semigroup. Then for any element x ∈ S, in the sequence x, x2, . . ., for some
1 ≤ s < t must hold xs = xt. Let k(x) = k, and d(x) = d be the least exponent for which
xk = xk+d. It is well known, and easy to prove that

(1) {xk, . . . , xk+d−1}

forms a cyclic group of order d, and this group is determined by the (unique) idempotent e =
xr, k ≤ r ≤ k + d− 1 belonging to this group.

Definition. Let S be a finite semigroup and define numbers K, D and R as follows:

K = max{k(x) |x ∈ S}
D = lcm(d(x) |x ∈ S),

and R is uniquely determined integer such that K ≤ R < K + D and D|R.

Theorem (Euler-Fermat Theorem for Finite Semigroups,[6]). For any x ∈ S and K, D, R defined
as above holds

xK+D = xK ,

and xR is an idempotent. Moreover, K, D and R are the least positive integers having this property.

There is a limited number of semigroups for which the ”universal exponents” K, D and R are
known. In the cases under our consideration the results are known.

Another theorem distributes matrices over GF (q) by rank

Theorem (Euler-Fermat Theorem for Semigroup of matrices,[7]). Let

λ(`, q) = ptlcm(q` − 1, q`−1 − 1, . . . , q − 1)

where t is the least integer for which pt ≥ 1. For any n × n matrix A over GF (q), with 1 ≤
rank(A) ≤ h ≤ n− 1 we have

Ah+1 = Ah+1+λ(h,q),

and this result is the best possible.
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Getting these characteristics k, d, h together we can divide the semigorup of matrices to disjoint
parts and form a new χ2- test. We have used this tests in some practical situations, and in some
cases, like the above mentioned LFSR, it works better than BMRT.
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