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1. SUMMARY

There are several ways to solve polynomial systems of equations over GF(4), GF(8), ..., GF(64).
In algebraic cryptanalysis, one can be interested in this problem or its analog over higher-degree
extensions. We introduce the method of solving these systems via SAT-solvers, as a natural
extension of the work in solving polynomial systems over GF(2) via SAT-solvers, as shown by
Bard, Courtois, and Jefferson in 2006 [3].

A SAT-solver is a black box program that given a logical sentence, will search for a set of values
for the variables such that the entire sentence is true. Since this is an NP-Complete problem (or
rather the existence of such a set of values is NP-Complete), and solving polynomial systems of
equations is also (or rather determining if a set of polynomials has a common solution), then one
should solve the other. It turns out publicly available SAT-solvers are quite good.

In particular, we will show how to use a classic matrix representation of these fields to efficiently
produce algebraic normal forms (logical sentences) for the multiplication operation of the extension
field as viewed from GIF(2). These formulae can then be used to rapidly convert the system from
over GF(2™) to over GIF(2), with n times as many variables. We have formulas for GF(4) to
GF(64). It is important to note that the addition is trivial, because GF(2") forms a vector-space
of dimension n over the field GF(2).

Once these formulae are found, the system can be solved with SAT-solvers (explained below)
rather than with traditional Grébner Bases methods, such as Singular [22], which uses the Buch-
berger algorithm, and Magma [19], which uses Faugere’s F4 algorithm. Even for small systems,
Magma (using F4) would crash due to a lack of memory, for example allocating 29.9 gigabytes for
a system of 8 cubic equations in 8 unknowns over GIF(32).

We also made a formula for the “para-inverse”, used in the AES, which is the field element
inverse, except for zero which returns zero. This too had an easy formula.

2. METHODOLOGY
For GF(2"), one can view any element as
a=ag+aa+aa®+- -+ apa®

where « is the root of a degree n irreducible polynomial over GF(2), and the a; are either 0 or 1.
The choice of irreducible polynomial is to be one of low weight (most coefficients equal zero).

For the system of equations, a multivariate polynomial is a sum of terms. Each term is a
coefficient times several variables, some of which may be raised to powers. In a cubic polynomial,
there are terms of types

cxyz, cx’y, cxd, cxy, cx?, cx, ¢

where ¢ is a constant. For initial work, it suffices to consider the cx?y and ca? classes as special
cases of the cxyz and cxry classes. In fact, one could generalize further. One could see the cxy
case as the cxyz case with z = 1 and also the cx case as cryz with both y =1 and z = 1. This
turned out to be inefficient, for reasons that do not fit in this extended abstract.

Thus we are left with the cxyz, cxy, cx and ¢ cases. Our methodology was simple. Take GF(16)
as an extended example:

10 0 O 00 0 1 0 0 10 0100 1 0 0 1
o 0100 4o |1too0o1] o o011 5 o110 4 |1101
AT = 0010 A= 0100 AT = 1 0 01 AT = 00 1 1 AT = 01 1 0|
0 0 0 1 00 10 01 00 1 0 0 1 00 11
This satisfies the matrix equation A* + A+ I = 0 which is the analog of a* + a4+ 1 = 0, a minimal

polynomial for GF(16). Writing an element as a linear combination of these matrices allows us to
get a product as a final matrix. But how do we go back to the field element?
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TABLE 1. Experimental Results: Magma, Singular, and Mini-SAT.

Num Vars Num Eqns [ or Sparsity Magma Singular SAT
2 2 1.0 0.02 sec 0.01 sec 0.01 sec
3 3 1.0 0.04 sec 0.04 sec 0.07 sec
4 4 1.0 0.43 sec 423.48 sec  213.56 sec
5 5 1.0 4.32 sec > 75 mins 19278.9 sec
6 6 1.0 42.78 sec no trial > 75 mins
7 7 1.0 1139.8 sec no trial no trial
8 8 1.0 crashe(ﬂ no trial no trial
9 9 1.0 no trial no trial no trial
4 4 0.2 0.03 sec 0.08 sec 0.02 sec
5 5 0.2 0.55 sec 14.89 sec 61.89 sec
6 6 0.2 1004 sec  6.74sec  0.03 sed]
7 7 0.2 52.89 sec > 70 mins 4111.71 sec
8 8 0.2 crashe(ﬂ no trial > 75 mins
9 9 0.2 no trial no trial no trial
4 2 1.0 20.39 sec > 70 mins 0.14 sec
5 3 1.0 192.69 sec no trial 20.51 sec
6 3 1.0 > 70 mins no trial 17.44 sec
7 4 1.0 no trial no trial  5388.9 sec
8 4 1.0 no trial no trial no trial

%At one point the process had allocated 29.9 Gigabytes of RAM.
bThis phenomenon remains unexplained, but is reproducible on repeated trials.
€At one point the process had allocated 24.9 Gigabytes of RAM.

We do this by “dead give aways”, which are entries in the above matrices that are 1 for some
power of A, but 0 for all other powers of A. For example, M5 will always be the coefficient of
A3, because of the mentioned property. Thus with one single matrix computation, we can find
the general formula for each of the multiplications. These were quite large, taking up about 1/3
of a page for GIF(32), each.

3. EXPERIMENTS

We also have run some simple experiments on random polynomial systems of equations. The
SAT-solver timings were comparable with Grébner Bases approaches, but slower than them, when
the Grobner Bases software did not crash. However, Grobner Bases approaches often run out of
memory. On the other hand, SAT-solvers do not require much memory more than required to
store the problem statement. This means they allow a patient user to attack problems that are
otherwise infeasible, due to a lack of memory.

Curiously, however, we found a problem where SAT-solvers tremendously out-performed Grébner
Bases algorithms. Those situations where there were half as many equations as unknowns.

Also curiously, it appears that the standard assumption, that the F4 algorithm by Faugere is
always faster than the Buchberger algorithm, is actually false. There were examples where the
Buchberger algorithm did better. The experimental results are summarized in Table 1.

4. APPLICATIONS

The algebraic cryptanalysis community has been interested in systems of polynomial equations
over finite fields of characteristic two for quite some time. However, the finite field in question has
usually been GF(2), with notable exceptions, including several ciphers. These include Rijndael

[7] which later become the Advanced Encryption Standard (AES), which uses GF(256), and over
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the same field, the cryptosystem called TTM [12]. Another example, for GF(232), can be found

in

as

[13]. The Courtois Toy Cipher (CTC) [1] [6] can be modeled over GIF(8) for certain settings.

5. OTHER APPLICATIONS

There are applications to radio channel assignment, graph coloring, and compiler optimization,
well as distributing computing, but those are not relevant to the conference so we omit them

for now.
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